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Chemical Facility Security and Safety Workgroup

= Working Group was initially established as a response to several
catastrophic chemical facility incidents in the USA in accordance
with Executive Order (EO) 13650 on August 1, 2013 to improve the
safety and security of chemical facilities and reduce the risks of
hazardous chemicals to workers and communities.

= |[n November 2018 DHS, EPA, and OSHA finalized the National
Chemical Facility Security and Safe Workgroup Charter reaffirming
the commitment of working together with the broad universe of
stakeholders interested in chemical safety and security.
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Chemical Facility Security & Safety Workgroup
Mission and Purpose

= The National Working Group (NWG) coordinates
strategies, activities, policies, and communications
across governmental entities in order to:

— Address safety and security of chemical facilities

— Reduce risks associated with hazardous chemicals to
owners and operators, workers, and communities.

— Assure that parallel Regional Working Groups are set
up to accomplish the objectives in each Region.
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Chemical Facility Security & Safety Workgroup
Membership

* The NWG consist of representatives from the
following Agencies:
— DHS, Cybersecurity and Infrastructure Security Agency
— DOL, Occupational Safety and Health Administration (OSHA)
— EPA, Office of Land and Emergency Management

= Additional representatives include but not limited to:
— DQOJ, Alcohol Tobacco, Firearms, and Explosives (A TF)
— Department of Transportation (DOT)
— Department of Agriculture (USDA)
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Chemical Facility Security & Safety Workgroup
Roles and Missions

* NWG meets monthly, to oversee actions related to
improving chemical facility safety and security.

» Designates/oversees Regional Working Groups (must
include representatives of Federal agencies involved in
regulating chemical safety and/or security).

* Ensures Regional SOPs are developed and maintained.

= |everages support of the National Response Teams and
the National Infrastructure Protection Program
Government Coordinating Councils/ Sector Coordinating
Councils, to ensure the execution of chemical facility
security and safety related activities.

@ Homeland
7 Security 5




Chemical Facility Security & Safety Workgroup
Regional Working Groups (RWGQG)

= Manage duties related to the National Working Groups and
ensures regional consistency in operations and reporting.

= Manage a regional coordinating committee that includes
representatives from relevant Federal agencies.

= Maintain awareness of chemical facilities in their AOR.
» Manage RWG tasks /coordinate tactical-level assignments.

= Update NWG, and RRT. Coordinate w/ SERCs, TERCs, State
HSAs, Fire Marshals, and other agencies as required.

* |Implement Regional SOPs

» Cross-train Federal inspectors on basics of other agencies'
programs
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Chemical Facility Security & Safety Workgroup
Region 2

= Region 2 - TRI Chairs

— EPA — Eric Mosher
— DOL/OSHA - Steve Kaplan
— DHS/CISA — John Dean

= Quarterly Meetings

— Participating Organizations — USCG, DOJ, FBI, DOT, ATF,
NJ DEP, NJ DEP, NY AGR, NYC OEM, NYC Health

= Annual Inspector Day
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Chemical Facility Security & Safety Workgroup
Regional SOPs

= Cover five Thematic Areas
— Strengthening community planning and preparedness;
— Enhancing Federal operational coordination;
— Improving data management;
— Modernizing policies and regulations;

— Incorporating stakeholder feedback and developing
best practices
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Chemical Facility Security & Safety Workgroup
Recent Accomplishments

= DHS CFATS -

« Conducted Outreach with every Municipal LEPC and or OEM with
regulated facilities in NY, NJ, and PR over last three years

« Meet with community first responders (PD/Fire) in coordination with every
compliance inspection in NY, NJ, and PR since Sep 2018.

» Conducted briefings and information sharing with NJ Infrastructure
Advisory Committee and NJ Domestic Security Awareness Planning Group
about Chemical Facility Security in FY 19.

» Sharing facility lists, Tier Il list — CFATS Facility Lists — RMP

= Share incident and situational awareness reports.

— Example — Recently shared cyber alerts all CFATS Facilities and with
NJ / NY DEP to ensure all Chemical facilities had awareness on the
threat and required Microsoft Windows patch.
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Chemical Facility Security & Safety Workgroup
Available Resources

ps://wWww.0s

ha.gov/chemicalexecutiveorder/index.html
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Actions to Improve Chemical Facility

Safety and Security

EXECUTIVE ORDER 13650
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On August 1, 2013, tne Fresident issusd Enecutive Order 13630 -
Improving Chemical Facifity Safety and Security (EQ. The £O directs the

Homelend Security [DHS), the Protection
Agency [EFa), tne Department o Lacor (204, he Depanment of Justice
[202), the Depamment ot Agriculture (USDA, and the Department of
Transportation 50T to estabish = Chemical Facity Safety and Seasity
Warking Group to impreve chemical fecility zafety and security in
courdination with State reguletors; State, local, and tribal emergency
rezponders; cremical facility cwners and CPErItors; anc ioce! and trial communities (nere aner referred to
a2 stavnoicers). This fact sheet provices an LpoatE 1o the Decemer 20, 2013, Progress Facishest on
progress to sddress improvements in chemical facility safety and security, specifically stabehoider ingut,
operstionsl coordination with State, local end Tribal partners, end efforts to modernize pofcies, programs,
and requi . Through this Preg Wiorking Group is 3p Iy inwiting, puslic input
o actions cescrives herein te improve stakEnciger coordination.

Stakeholder Input

At stakehoider mestings and listering sessions organized by the Working Group, agendes heve continued
ta . best practices, and sugge: interested stekehciders. The Working Group
recently completed its twelfth litening session. The Working Group web page,

e 058, g0/ Chemicalexscutiveorser, is 8 ore-stap Iocation tat provises information and accests
comments from interestes parties cn comments theough email at

=0 chemicaliing dhs zov or vis the reguistions gav website
[nitto:www.regulations.gov/#idocketDe tail,D=DHS-2013-0073).

Operational Coordination with State, Local, and Tribal Partners

Hazaragus chemicalz are located in many types of reciities and sress. Communiies nee 1o know where
hazaroous chemicais are used anc stores: oW to assess the rists assoisten with thase cemicals; and how
ta ensure ity mey cccur. Mary fociity owners ang

en gency fing first responders,
emergzncy meaic senices, teams. tis impon Sty owners
B0 Gperatars a0 mair commaniie: 0 oztar sang reaianarias With ane arathar ang maintin a oo,

%0 heip ensure cemical Theratore, the £0 directed the Worting Graus
ta Sevelop = plan to suppart and further Enale cMorts oy Federal reglntorsand stkeholders o work
together to improve chemical sefety and security.

Fenruary 2018

Responding to recent catastrop hic chemical faclity inchdents Inthe United States,
Preskient Obama lsswed Executive Order (E0) 13650 “Improving Chemilcal Facliity Safety
and Securlty™ on August 4, 2013, The focus of the EO Is to reducs rishs assoclabed with
nezardous chemical Incldents 1o OWRETE BNk O Perstors, Workers, and comimunities iy
enhancing the safety and security of chemical Tacliities. A Federal iInteragency Working
Group led by the Assistant Secretary of Homeland Security for the Office of Infrastruciure
Protaction [DHS); Assistant Secretary of Labor for the Occupational Safety and Health
Administration (OSHAL andthe Assistant Administrator of the ETV ironmentsl Protection
Agency’s (EFA] OfMice of Solld Waste and Emenge ncy Responss, in coo rdination with ths
Department of Justics [:0J]), Bureau of Alcohol, Tobatco, and Fireanms [(ATF], Daparimsnt

of Transpoe riation DOT), and the Departms it o7 Agriculturs (LS DA) overssss chamical

Tacllity safety and secariiy

Throughthe arsbysia of the ourrent oparsting
arwironmant, sisting regulstony programs and
siakeholder fesdback, 3 consolidated Federal
Aation Plan was oreated to addrass five alemanta:

= Strengthening community planning and
preparsdnans
Enharaing Fedaral sparstional coordination

* Improving data managemant

= Moderrizing policies and regulations

* Iroorpomting staksholder fesdback and
devaloping bast practioss

The Working Group has implemented the following

aotions sinos the raleass of the EO:

Strengthening Community Planning and
Preparedness

The Intersgercy Working Group. in oollaboration
with state, kioal, tribal, snd territodal governmments
ared privats seotor partners, i working to
devalop, re-energize. and enhance programe to
assist the following State Emsergenoy Rasponse
Commissiors [SERC), Tribal Emergency Responss
Commissione [TERC), Local Emergency Planning
Committess ILEPC), and Tribal Emergenay
Flanning Committess (TEPC]. This is oritical to
improving ohemical facility safoty and seourity
aoross the country. Actiore include:

EP& acpsseots to ralaass an an-ling training
maduls an key requirsmants for SERCe
TERCe and LEPCTEPCe under the Emergenay
Pianning and Community Right-to-Know Aot
(EPCRA) this sumrrner. EPA alao hoeted 33
Looal Leadership Planning Committes ILEPTH
from May - September 201, Thare
are over 220,000 facilities ooverad by EPCRA,
making thess efforts a wital compenent of our
work to strengthen ohemioal facility safety
throughout the nation.
DHSFEMA is warking with tha 10 sountiss
writh the highset combination of Chemioal
Facility Anti-Terroriem Standarde ICFATS) and
Riak Managamant Program RMP] fsailities ta
wnaurs they ars using tha Intagrated Public
Alert and 'Warning Syetem (IPAWS), which
prowides publio notifiostion of inoidents st looal
ohamical facilitisn.
ATF s tranamitting sxploaives contssts to
SERCa to sstablish groater relationabips and
faoiltats better communication batwmen lboal
reaponders and faciities, assist raspondans
in discussing explosives storage infommation,
and arsbls authorities to develop training far
smargenaias involving explasives plants and
storage faclities. DHS has orsated a list of
@overniment-approved training courses for first
reapanders snd smergenay planners whioh are
available onthe ED wabsite,
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https://www.osha.gov/chmicalexecutiveorder/
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